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Abstract:

Wireless sensor networks (WSNs) are increasingly being deployed in security-critical applications.
Because of their inherent resource-constrained characteristics, they are prone to various security attacks,
and a black hole attack is a type of attack that seriously affects data collection. To conquer that challenge,
an active detection-based security and trust routing scheme named Active Trust is proposed for WSNs. The
most important innovation of Active Trust is that it avoids black holes through the active creation of several
detection routes to quickly detect and obtain nodal trust and thus improve the data route security. More
importantly, the generation and distribution of detection routes are given in the Active Trust scheme, which
can fully use the energy in non-hotspots to create as many detection routes as needed to achieve the desired
security and energy efficiency. Both comprehensive theoretical analysis and experimental results indicate
that the performance of the Active Trust scheme is better than that of previous studies.
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1. INTRODUCTION

In many Wireless Sensor Network (WSN) applications, sensors are spatially distributed in a finite area
S0 as to monitor physical or environmental conditions, such as pressure, humidity, temperature, etc. and
also to transmit the sensed data to a base station cooperatively. In addition, at times, a set of target points
has to be monitored in a given area. On the one hand, to provide a deterministic quality of service
guarantees, every point of interest should be monitored by at least one sensor at all times. On the other
hand, the energy consumption of sensors should be minimized since in most cases sensors are battery
powered. Therefore sensors should have their power supplies turned off when they are not in use top reserve
energy. Due to this limitation, a critical issue becomes how to prolong the lifetime of WSNs while also
assuring the service quality of coverage. Thus, research on energy efficient sensor coverage problem has
been extensively investigated in the literature. For a typical target coverage problem in WSNs, the network
lifetime is defined as the time duration that all the target points are monitored. As pointed out in, network
lifetime can be prolonged by alternating the working modes of sensors between settings of “on” and “oftf”.
In other words, schedule the entire time duration into a number of rounds and only turn-on the power
supplies of a subset of sensors to monitor the target points in each round. Supposing that, all the sensors
can work two time units, then by alternating the “on” and “off” modes, we can monitor all the target points
for three time units. The WSN is built of "nodes" — from a few to several hundreds or even thousands, where
each node is connected to one (or sometimes several) sensors. Each such sensor network node has typically
several parts: a radio transceiver with an internal antenna or connection to an external antenna, a
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microcontroller, an electronic circuit for interfacing with the sensors and an energy source, usually a battery
or an embedded form of energy harvesting. A sensor node might vary in size from that of a shoebox down
to the size of a grain of dust, although functioning "motes" of genuine microscopic dimensions have yet to
be created. The cost of sensor nodes is similarly variable, ranging from a few to hundreds of dollars,
depending on the complexity of the individual sensor nodes. Size and cost constraints on sensor nodes result
in corresponding constraints on resources such as energy, memory, computational speed and
communications bandwidth.

2. RELATED WORK

A sensor node, also known as a mote (chiefly in North America), is a node in a sensor network that is
capable of performing some processing, gathering sensory information and communicating with other
connected nodes in the network. A mote is a node but a node is not always a mote. Although wireless sensor
nodes have existed for decades and used for applications as diverse as earthquake measurements to warfare,
the modern development of small sensor nodes dates back to the 1998 Smart dust project and the NASA
Sensor Webs Project One of the objectives of the Smart dust project was to create autonomous sensing and
communication within a cubic millimeter of space. Though this project ended early on, it led to many more
research projects. They include major research centers in Berkeley NEST and CENS. The researchers
involved in these projects coined the term mote to refer to a sensor node. The equivalent term in the NASA
Sensor Webs Project for a physical sensor node is pod, although the sensor node in a Sensor Web can be
another Sensor Web itself. Physical sensor nodes have been able to increase their capability in conjunction
with Moore's Law. The chip footprint contains more complex and lower powered microcontrollers. Thus,
for the same node footprint, more silicon capability can be packed into it. Nowadays, motes focus on
providing the longest wireless range (dozens of km), the lowest energy consumption and the easiest
development process for the user. The overall theoretical work on WSNs works with passive, omni-
directional sensors. Each sensor node has a certain area of coverage for which it can reliably and accurately
report the particular quantity that it is observing. Several sources of power consumption in sensors are:
signal sampling and conversion of physical signals to electrical ones, signal conditioning, and analog-to-
digital conversion. Spatial density of sensor nodes in the field may be as high as 20 nodes per cubic meter.
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3. IMPLEMENTATION
However, the current trust-based route strategies face in obtaining trust. However, obtaining the trust

of a node is very difficult, and how it can be done is still unclear. Energy efficiency. Because energy is
very limited in WSNs, in most research, the trust acquisition and diffusion have high energy consumption,
which seriously affects the network lifetime. (3) Security. Because it is difficult to locate malicious nodes,
the security route is still a challenging issue. Thus, there are still issues worthy of further study. Security
and trust routing through an active detection route protocol is proposed in this paper. The main innovations
are as follows. The Active is the first routing scheme that uses active detection routing to address BLA.
The most significant difference between Active Trust and previous research is that we create multiple
detection routes in regions with residue energy; because the attacker is not aware of detection routes,
it will attack these routes and, in so doing, be exposed. |
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Fig.2.System Architecture

n this way, the attacker’s behavior and location, as well as nodal trust, can be obtained and used to avoid
black holes when processing real data routes. To the best of our knowledge, this is the first proposed active
detection mechanism in WSNs. The Active Trust route protocol has better energy efficiency. Energy is
very precious in WSNSs, and there will be more energy consumption if active detection is processed.
Therefore, in previous research, it was impossible to imagine adopting such high-energy-consumption
active detection routes. However, we find it possible after carefully analyzing the energy consumption
in WSNSs. Research has noted that there is still up to 90% residue energy in WSNs when the network
has died due to the "energy hole" phenomenon. Therefore, the Active Trust scheme takes full advantage
of the residue energy to create detection routes and attempts to decrease energy consumption in hotspots
(to improve network lifetime). Those detection routes can detect the nodal trust without decreasing lifetime
and thus improve the network security.

4. ANALYSIS

For these tasks run-time is important and turn-around time (run simulation, find bug, fix bug,
recompile, re-run) is less important. C++ is fast to run but slower to change, making it suitable for detailed
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protocol implementation. A large part of network research involves slightly varying parameters or
configurations, or quickly exploring several scenarios. In these cases, iteration time (change the model and
re- run) is more important. Since configuration runs once (at the beginning of the simulation), run-time of
this part of the task is less important. Tcl runs slower than C++ but can be changed very quickly (and
interactively), making it ideal for simulation configuration. Users create new simulator objects through the
Tcl interpreter. These objects are instantiated within the interpreter, and are closely mirrored by a
corresponding object in the compiled hierarchy.
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Fig.3.Node Structure

Class TclObject is the base class for most of the other classes in the interpreted and compiled hierarchies.
Every object in the class TclObject is created by the user from within the interpreter. An equivalent shadow
object is created in the compiled hierarchy. The two objects are closely associated with each other. The
interpreted class hierarchy is automatically established through methods defined in the class TclClass. User
instantiated objects are mirrored through methods defined in the class TclObject.

CONCLUSION

In this paper, | have proposed a novel security and trust routing scheme based on active detection, andit has
the following excellent properties: High successful routing probability, security and scalability. The Active
Trust scheme can quickly detect the nodal trust and then avoid suspicious nodes to quickly achieve a nearly
100% successful routing probability. High energy efficiency. The Active Trust scheme fully uses residue
energy to construct multiple detection routes. The theoretical analysis and experimental results have shown
that our scheme improves the successful routing probability by more than 3 times, up to 10 times in some
cases. Further, our scheme improves both the energy efficiency and the network security performance. It
has important significance for wireless sensor network security.
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